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Secure and Privacy Preserving Consensus for Second-order Systems Based on
Paillier Encryption
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Abstract

In this talk, we will discuss a class of secure and privacy preserving consensus algorithms
for networked systems. Due to the technical challenges behind decentralized design of such
algorithms, the existing results are mainly restricted to a network of systems with simplest
first-order dynamics. Like many other control problems, breakthrough of the gap between
first-order dynamics and higher-order ones demands for more advanced technical developments.
In this talk, we will explore a Paillier encryption based average consensus algorithm for a
network of systems of second-order dynamics, with randomness added to network weights. The
conditions for privacy preserving, especially depending on consensus rate, will be thoroughly
discussed with theoretical analysis and numerical verification.

About the Speaker

Zhiyong Chen received his Bachelor degree from the Department of Automation, University
of Science and Technology of China in 2000. He received his M.Phil. and Ph.D. degrees from the
Department of Mechanical and Automation Engineering, The Chinese University of Hong Kong,
in 2002 and 2005, respectively. He worked as a Research Associate at the University of Virginia
during 2005-2006. He joined the School of Electrical Engineering and Computing, the University
of Newcastle, Australia in 2006 where he is currently a Full Professor. He was elected to
Changjiang Scholar Chair Professorship with Central South University in 2016. He is the author
of over 100 journal papers and one textbook. He was/is a Chief/Principal Investigator of three
projects supported by Australian Research Council and two major projects supported by National
Natural Science Foundation of China. He was/is an Associate Editor for many international
journals including IEEE Transactions on Automatic Control, Automatica, IEEE Transactions on
Cybernetics. He is the recipient of National Natural Science Award of China (second prize) in
2010, and several international conference best paper awards. He is a Fellow of Institution of
Engineers, Australia.
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